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CHAPTER 1. BUSI NESS RESUMPTION AND CONTINGENCY PLANNING PROCEDURES

1. PURPCSE and SCOPE. This chapter establishes nandatory operational requirements
for business resunption and contingency planning within the Department of Veterans
Affairs. It is designed to provide Department-wi de guidance to VA Adnministrations
and Staff Ofices in responding to catastrophic events involving VA facilities and
information technology service interruptions.

2. BACKGROUND. Traditionally, contingency planning has focused on restoring
information technology services for an automation center, wde area network or
simlar service. Wile remte sites are still accessed for processing and storing
information, nost VA facilities includ:ing: VACO regional offices, and medical
centers, have their own local area networks which link the various personal
conputers and share various resources. If a catastrophic event occurs that nmakes it
i mpossible for VA enployees to use that site, the re-establishment of information
systems and network functions is only one part of the resunption of services for a
facility. The critical functions of that facility nust be restored and an interim
process nust be put into action. "Hot sites" (a reserved space already equipped
with processing capability and other services), reciprocal agreements, and other
arrangenents to provide restored services to their end users should be considered.
Critical files that were processed previously on Local Area Network servers need to
be restored so they can be used in processing during the contingency period. In
summary, both the information technology and the general office environment have to
be restored.

3. RESPONSI BI LI TI ES

a. The VA Chief Information Officer (O is charged with ensuring that a
busi ness resunption plan is developed at all VACO |ocations. This includes the
necessary contingency plans for critical automated information systens. The CIO is
also responsible for nonitoring, reviewing, and evaluating conpliance with this
automated informati on system (AlS) security programdirective. These
responsibilities are redelegated to the VA Information Resources Security Oficer
(I'RSO) for execution.

b. Adnministration heads, Assistant Secretaries, Deputy Assistant Secretaries
and other key officials are responsible for ensuring that offices and facilities
under their control can operate despite disruptions. These offices and facilities
must include business resunption and contingency planning as vital considerations in

their conputer security prograns in protecting sensitive information in VA autonated
information systens.

c. The director of each VA field station is responsible for the developnent,
periodic testing and updating of a business resumption plan for that field station
and contingency plans for all general support systems located at that field station.

4.  PROCEDURES. The following procedures outline the steps to be followed in the
devel opnent and inplenentation of an effective business resunption and contingency
plan for VA organizations and facilitiss. A reconmended resource to use in the
organi zing, developing, testing, and implementing a contingency plan is VHA’s "VA

Medical Center Contingency Planning Boilerplate.” This docunent provides a
blueprint for the creation of contingency plan policies and procedures; it also
includes sanple fornms used to document each step. Addi ti onal information  concerning

this contingency planning outline may e obtained by contacting the Medical
Information Security Service at the National Center for Information Security, at
VAMC Martinsburg, W.

a. ldentify Mssion Critical Functions. The first step of business resunption
planning is to identify mssion critical functions and determine their priorities.
In the event of a disaster, certain functions W ll not be performed. If appropriate
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priorities have been set and approved by senior management, it wll be easier for
the organization to recover from the disaster and resume normal operations.
Contingency plans shall be consistent with other site and building energency plans.
Al'l plans designed to continue essential VA missions and functions nust be
coordinated with each other and recognize the dependent nature of this process.

b. Identify the Resources that Support Citical Functions. After mission
critical functions are identified, the resources to support the critical functions
mist be identified, determine the time frames in which each resource is used (sone
are needed daily and others are used only once a nonth), and to determine the effect
on the mssion if the resource is not available. One nmethod used to identify
mssion-critical functions and their inpact is called Business Inpact Analysis. It
includes a review of the site's functions to understand the inpact if they are not

per f or ned. A review is done of each function regarding its inpact on operations,

end users, interrelationships with other critical functions, as well as time lines
and considering workload peaks and valleys. Also considered are additional expenses
caused by overtinme, the need for temporary enployees and other costs associated wth
recovery. Finally, the effect of not perfornming a nmission critical function needs

to be examned and considered with regard to its inpact wthin the organization,
externally, and in the nedia.

c. Anticipating Potential Contingencies or Disasters. Al  resources associated
with critical functions should be examined with |likely problem scenarios. Vari ous
types and sizes of contingencies should be considered. To better wunderstand
resource needs and their support of critical functions, a contingency planning team
should be forned. Team nmenbers should include representatives from three nain
areas: functional/business groups, facilities nmanagenent, and technology managenent.
Legal advisors and other specialty groups can be assigned as needed to the team
This assignment should not preclude members of these groups from serving in other
pl anning roles. Menbers from these ar=as may include financial nanagenent,
personnel, conputer security, and physical security. The team should identify
likely problens by using analytical tools, such as existing risk assessment
met hodol ogies (e.g., qualitative and quantitative, outlined in FIPS Publication 65),
and risk assessnment software packages. A Departnent reference on the assessment of
risk is found in VHA Minual, M11, Information Resources Managenent, Chapter 16.

d. Sel ecting Business Resunption and Contingency Planning Strategies. The
primary purpose of this step is to plan how to recover needed resources.
Alternative strategies should be evaluated to consider what controls are in place to
prevent and ninimze contingencies.

(1) A contingency planning strategy normally consists of three parts: energency

response, recovery, and resunption. E: nergency response enconpasses the initial
actions taken to protect lives and limt danage. Recovery refers to the steps that
are taken to continue support for critical functions. Resumption is the return to
normal  operations. The relationship between recovery and resunption is inportant.

The longer it takes to resume nornal operations, the longer the organization wll
have to operate in the recovery node.

(2) The selection of a strategy needs to be based on practical considerations
as feasibility and cost. Risk assessment can be used to help estimate the cost of
options to decide on an optimal strategy. Questions to be asked are: Is it nore
expensive to purchase and maintain a generator or to nove processing to an alternate
site, considering the likelihood of loosing electrical power for various lengths of
time? Are the consequences of loss of conputer-related resources sufficiently high
to warrant the cost of various recovery strategies? The risk assessment should
focus on areas where it is not clear which strategy is the best. In devel opi ng
contingency planning strategies, there are mny factors to consider in addressing
each of the resources that support critical functions. The different categories of
resources should each be considered. Some of these factors include: human
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resources, processing capability, automated applications and data, conputer-based
services, physical infrastructure, documents and papers.

(a) Inplenentation

(1) Mich preparation is needed to inplement the strategies for protecting

critical functions and their supporting resources. For exanple, one conmon
preparation is to establish procedures for backing up files and applications.
Another is to establish contracts and agreenents, if the contingency strategy calls

for them Existing service contracts my need to be re-negotiated to add
contingency  services. Another preparation may be to purchase equipnment, to support
a redundant capability.

(2) Backing up data files and applications is a critical part of wvirtually
every contingency plan. Backups are used to restore files after a personal conputer
virus corrupts the data or after a hurricane destroys an automation center. System
backups nmust be tested on a regular basis to ensure that data can be read from the
disks in the event they are needed in an energency.

(3) It is inmportant to keep preparations, including docunentation, up-to-date.
Conputer systenms change rapidly and backup services and redundant equipment should
also be kept -current. Contracts and agreements also need to reflect any changes.

If additional equipnent is needed, it nust be nmaintained and periodically replaced

when it is no longer dependable or obsolete to an organization's architecture.

(4) Preparation should also include fornally designating people who are
responsible for various tasks in the event of a contingency. These people are often
referred to as the contingency response team This team is often conposed of people
who were also nembers of the contingency planning team

(5 There are many inportant inplementation issues for an organization to
consi der. Two of the mpst inportant are 1) how many plans should be devel oped and
2) who will prepare each plan. The answer wll depend on the organization's overall
strategy for contingency planning, and should be documented in the organization's
policy and procedures docunent.

(6) For small or less conplex systenms, the contingency plan nay be a part of
the conputer security plan. For larger conplex systems, the conputer security plan
could contain a brief synopsis of the contingency plan, which should be a separate
docunent . The purpose of the conputer security plan is to provide a basic overview
of the security and privacy requirements for a conputer system and the responsible
VA conponent's plan for neeting those cequirenments. It also serves as docunentation
of the process of planning adequate, cost-effective security protection for a
system The purpose of the contingency plan is to document the specific
net hodol ogy, structure, discipline, and procedures to be used for emergency
response, backup operations, and post-'disaster recovery maintained by the
responsible VA office as part of its A'S security program This planning wll help
ensure the availability of critical resources and facilitate the continuity of
operations in an enmergency situation.

(7) Sone organizations have one plan for the entire organization;, others have a
plan for each distinct conputer system, application, or other resource. O her

approaches recommend a plan for each business or mission function, wth separate
plans, as needed, for critical resourcsas.

(8) The number of actual plans needed depends upon the unique circunstances for
each organization. Coordination and cooperation between resource managers and
functional nmnagers responsible for the mission or business is critical to the
success of any plan.

(b) Docunentati on. The contingency plan needs to be: documented, kept up-to-
date as the personnel responsible for inplenentation of the contingency plan and
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other factors change. A witten plan is essential to have during a contingency
situation. It should clearly state in sinmple |anguage sequence of tasks to be
performed in the event of a contingency so that someone with minimal know edge can
imediately begin to execute the plan. It is inportant to store, in a secure

envi ronnent, up-to-date copies, including one in electronic format, of the
contingency plan in several locations, including any off-site locations, such as
alternate processing sites or backup data storage facilities. Each nenmber of the

contingency plan response team should have copies of the plan.

(c) Training. Al personnel should be trained in their contingency-related
duti es. New personnel should be trained as they join the organization. Ref resher
training my be needed and personnel need to practice their skills. Training is
particularly inportant for effective enployee response during emergencies.

Depending on the nature of the emergency, there may be inadequate time to check a
manual to deternmine correct procedures to protect equipment and other assets.

Practice is necessary in order to react correctly, especially when human safety is
i nvol ved.

e. Testing and Revising

(1) A contingency plan should be tested periodically to identify and correct

any problenms in inplenentation. The plan wll becone dated as tine passes and as

the resources wused to support critical functions change. Responsibility for keeping
the contingency plan current should be specifically assigned. The extent and
frequency of testing wll vary between organizations and anong systens, There are

several types of testing, including reviews, analyses, and simulations of disasters.

(a) A review can be a sinple test to check the accuracy of contingency plan

docunent ati on. For instance, a reviewer could check if individuals listed are still
in the organization and still have the responsibilities that caused them to be
included in the plan. This test can check honme and work telephone numbers,

organi zati onal codes, and building and room nunbers. The review can deternmine if

files can be restored from backup tapes or if enployees know energency procedures.

(b) An analysis may be perforned on the entire plan or portions of it, such as
enmergency response procedures. It is nore beneficial if the analysis is perforned
by a nenber of the facility staff who did not participate in the developnent of the
contingency plan, but has a sound know.edge of the critical functions and supporting
resour ces. This person may also interview functional nanagers, resource nmanagers,
and their staff to uncover missing or unworkable sections of the plan.

(c) Organizations mnmay also arrange disaster simulations. These tests provide
valuable information about flaws in the contingency plan and provide practice for a
real enmergency. Wile they can be expensive, these tests can also provide critical
information that can be used to ensure the continuity of inportant functions. In
general, the nore critical the functions and the resources addressed in the
contingency plan, the nore cost-beneficial it is to perform a disaster simulation.

(2) The results of a "test" often inply a grade assigned for a specific |evel

of performance, or sinply pass or fail. However, in the case of contingency
planning, a test should be used to imp:r-ove the plan. If organizations do not use
this approach, flaws in the plan may remain undetected and not corrected.

f. I nt er dependenci es. Controls can prevent or reduce the effects of a disaster
at the facility. Ideally, controls nutually support and conplinment each other. In
combi nati on, they elimnate or lessen the damage occurring as a result of the
destructi on, disclosure, or denial of service to critical resources.

(1) Risk assessnent provides a tocl (process) for analyzing the security costs
and benefits of various contingency planning options. In addition, a risk
assessnment effort can be used to help identify critical resources needed to support
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the organization and the likely threat to those resources. [t is not necessary,
however, to perform a risk assessment prior to contingency planning, since the
identification of «critical resources can be performed during the contingency

pl anning process itself.

(2) Physical and environnental cortrols help prevent the destruction of
automated information systems, althougnh many of the other controls, such as |ogical
access controls, also prevent damage. The main threats that a contingency plan

address are physical such as: fires; loss of power; plunbing breaks; and natural
di sasters.

(3) Incident handling can be viewed as a subset of contingency planning. It is
the emergency response capability for {various technical threats. I nci dent  handling
can also help an organization prevent future incidents by recording the incident and
educating personnel about the incident,. the circumstances, and the corrective action
t aken.

(4) Support and operations in npst organizations include the periodic backing
up of critical files. It also includes the prevention and recovery from nore conmon
conti ngenci es, such as a disk failure o»r corrupted data files.

(5) Policy is needed to create and document the organization's approach to
contingency  planning. The policy should explicitly assign responsibilities.

g. Cost Considerations. The cost of developing and inplenenting contingency
planning strategies should be taken into account and, when included in the strategy,
additional expenses for contracting backup services or duplicate equipment. e
contingency cost that is often overlooked is the cost of testing a plan. Testing

provides nmany benefits and should be parformed, although sone of the less expensive
methods (such as a review nmay be sufficient for less critical resources.

5. REFERENCES

a. National Institute of Standard:; and Technology, Gu idelines for ADP
Contingency Planning, FIPS Pub 87; 1981.

b. VA Directive 0320, Energency Preparedness Planning.
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CHAPTER 2. COWUTER SECURITY TRAINING PROCEDURES

L. PURPGCSE. Computer security training requirenents shall be developed and
conducted for all VA enployees involved with the nanagement, use or operation of
each VA conputer system which contains sensitive data. The procedures and
responsibilities described in this handbook apply to all VA elenments and to non-VA
organi zations that use VA computer systems, including contractors performing work
for VA Each organization is responsible for conducting annual AI'S security
training to raise the level of AIS security in VA This Chapter focuses on the

provision for developnment and implementation of a security awareness and training
program for VA

2. BACKGROUND. The Conputer Security, Act of 1987 was signed and becane Public Law
100-235 on January 8, 1988. The Act strengthens the role and responsibility of the
National Institute of Standards and Tezhnology for the developnent and promnul gation
of conputer security. The Act places zamphasis on three mmjor provisions:

(1) Identifying conputer systenms containing sensitive informtion;
(2) Developing security plans for those sensitive systens;

(3) Mandating conputer security training for all wusers of sensitive Federal
conputer  systens.

3. RESPONSI BI LI TI ES
a. The Secretary of Veterans Affairs is responsible for AIS security in VA

b. The VA CIO is responsible for implementing the Conputer Security Act of 1987
and related OPM regulations through the VA's automated information systens security
program The CIO will ensure that computer security training and awareness are basic
elements of the VA's AS security program

c. The Information Resources Security officer (IRSO) for VA, is responsible
for:

(1) Ensuring that appropriate Department policy conplies wth the conputer
security training requirenents of the Conmputer Security Act of 1987 and related
i mpl ementi ng regul ations.

(2) Developing and issuing procedures for VA conponents' wuse to organize and
conduct conputer security and awareness training for all enployees.

d. Adnministration Heads, Assistant. Secretaries, and other key officials are
responsible for establishing an automated information systens security program that
includes security training and awareness for all enployees in accordance with VA
policy and OPM regulations.

e. Facility directors are respons'ble for establishing AIS security and
awareness training in their AIS security program as prescribed in VA Drective 6210
and VA organizational directives and procedures.

f. Managers and inmmediate supervisors are responsible for ensuring that all
facility personnel attend formal AIS security and awareness training according to
facility policy and procedures.

9. Al VA enployees, contractors, and other individuals using AlS resources are
responsible for attending specifically assigned AIS security and awareness training.
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4. PROCEDURES

a. Presented in this Chapter are training guidelines and requirements for
computer  security. Each organization should develop and issue specific guidelines
for all wusers to effectively inplement policy with regard to AIS security awareness
and training within VA The training should be designed to enhance enployees'
awareness of the threats to and wvulnerability of conputer systems and encourage the
use of inmproved security practices. Due to the sensitive nature of certain
positions, VA organizations should ensure that personnel in positions designated as
"security officer, system administrator and in contractor positions" receive the
appropriate AI'S security training.

b. The VA standard for developing and conducting AIS security awareness and
training for VA enployees shall be the National Institute of Standards and
Technol ogy's (NIST) Special Publication 500-172, Conputer Security Training
Quidelines, and OMB Circular A-130, Appendix Ill, dated Feb. 8, 1996.

c. Personnel nmking use of automated information systens shall be aware of the
vul nerabilities of such systems and trained in techniques to enhance security.
Enpl oyees shall conplete an initial A.2 security training session prior to gaining
access to a VA automated information system. This training may be held as part of
orientation that new enployees normally attend. Attendance shall be docunented and
placed in their official personnel filz. Each adninistration and staff office is
responsible for developing, inmplementing and maintaining a structured security
program to include application security, personnel security, facility security and
security awareness and training.

d. I'n conpliance with 5 CFR, Part 930, Training Requirenent for the Conputer
Security Act, all VA enployees, including contractors, are to receive initial
security training at orientation, and shall receive annual training in the follow ng
five content areas:

(1) Conputer Security Basics. An introduction to the basic concepts of

conputer security practices and the importance of the need to protect the
information from vulnerabilities to known threats.

(2) Security Planning and Managenent. Training which focuses on the policy
level issues of AIS security and involves decision-nmaking on the organization of the
security program security planning, and risk managenent process.

(3) Conputer Security Policy and Procedures. Training which exam nes
government-wide and Departnent specific security practices in the areas of physical,

personnel, software, communications, data, and administrative security.

(4) Contingency Planning. Training covers the concepts of all aspects of
contingency planning, including emergency response plans, backup plans and recovery
pl ans. It identifies the roles and responsibilities of all enployees involved.

(5) System Life Cycle Managenent. Training explains how security is addressed
during each phase of a systens life cycle, which consists of system design,
devel opnent, test and evaluation, inplementation and naintenance. It also addresses
procurenent, certification, and accreditation.

e. VA enployee training is divided into the follow ng categories:

(1) Executives. Those senior nmnagers who are responsible for setting
Departnent conputer security policy, assigning responsibility for inplenenting the
policy, deternmining acceptable levels of risk, and providing the resources and
support for the conputer security program

12
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(2) Prograni Functi onal Managers. Those nmnagers and supervisors who have a
program or functional responsibility (not in conputer security) wthin the
Depart nment . They have prinmary responsibility for the security of their data and are
responsible for designating the sensitivity and criticality of data and processes,
assessing the risks to the data, and identifying security requirenents to the
supporting data processing organization, physical security staff, physical
facilities personnel, and users of their data. Functional managers are responsible
for assuring the adequacy of all contingency plans relating to the safety and
availability of their data.

(3) IRM Security and Audit Personnel. Personnel involved with the day-to-day
managenent of the Departnent's information resources, including the accuracy,
availability, and safety of these resources. Each organization assigns

responsibility differently, but as a group these persons issue procedures,
guidelines, and standards to inplement the Departmental or conponent policy for
information security to nonitor its effectiveness and efficiency. They provide
technical assistance to wusers, functional managers, and to the data processing
organi zation in such areas as risk assessment and available security products and
t echnol ogi es. They review and evaluate the functional and program groups'
performance in information security.

(4) A'S Mnagenment, Cperations and Programming Staff. Personnel involved with
the daily managenent and operations of the automated data processing services. They
provide for the protection of data in their custody and identify to the data owners
what those security measures are. The group includes: conputer operators,
schedulers, tape |librarians, database adm nistrators, and systenms and applications
devel opers. They provide the technical expertise for inplementing security-related

controls wthin the automated environment, and have primary responsibility for all
aspects of contingency planning.

(5 (End) Users. Any enployee or other custoner who has access to a Departnent
computer system that processes sensitive or non-sensitive information. This is the
largest and nost heterogeneous group of enployees. It consists of everyone from the

data entry clerk who has a personal computer with sensitive information to the
executive.

f. These groupings are based on the need for enployees within a given category
to know or be able to perform the sane or simlar types of tasks. Each  organization
will determine specific training needs and categories to ensure that each enployee
within their organization receives the appropriate training.

gt Required Levels of Training. The level of training required in each
training or subject natter area wll vary from general awareness training to
specific courses in such areas as contingency planning, depending upon the training
objectives established by the Departmental conponents.

(1) Awareness Training. Awareness training should create the sensitivity to
threats and vulnerabilities of conputer systems and the recognition of the need to

protect data, information, and the nmeans of processing them Initial security
training shall cover rules of the systen(s) to which the enployee or contractor has
access to; is consistent with guidance issued by N ST and OWB. Each VA enployee or

contractor shall receive initial AS security training and thereafter receive
"refresher" training on an annual basis.

(2) Performance Trai ning. Employees develop skills to design, execute, or

evaluate Department conputer security procedures and practices. The purpose of this
training is to enable enployees to apply security concepts while performng the
tasks that relate to their particular positions. It may require education in basic

principles and training in state-of-the-art applications.

13
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(3) Policy-level Training. Training provided for executives to enable them to

understand conputer security principles so that they can make informed policy
decisions about the conputer security program

(4) Inplenmentation Training. Training which provides progrant functional
managers wth the ability to recognize and assess threats and vulnerabilities to
automated information resources. Thesa2 nmanagers then are able to set security

requirenents which inplement VA security policy.

5. REFERENCES

a. FPM Bulletin No. 410-131, 5 CFR Part 930 "Training Requirement for the
Conmputer Security Act.”

b. NST Conputer Security Training Guidelines, Spec ial Publication 500- 172
(Nov. 1989).

14
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CHAPTER 3.  SECURITY INCIDENT REPORTING PROCEDURES

1. PURPCSE and SCOPE

a. This Chapter establishes mandatory procedures for Automated Infornmation
Systens (AlS) security incident reporting within the Departnent of Veterans Affairs
(VA). It is designed to provide Depar:ment-wide guidance to VA Adninistrations,
staff offices, and other key officials on the proper response to and efficient and
timely reporting of conputer security related incidents, such as conputer viruses,
unaut horized wuser activity, and suspec:ed conpronise of VA data. These procedures
are intended to neet required mandates of the Department and to assist in the

protection of VA AS resources from unauthorized access, disclosure, nodification,
destruction, or msuse.

b. An AIS security incident reporting system is necessary to identify a
violation or incident, assess damage as a consequence of a violation, record the
violation or incident, report the incident, and to use information to prevent the
occurrence or violations. The reporting process outlined in these procedures are
intended to discover and respond to AIS5 security incidents as they occur, wll
assist in preventing future incidents <through awareness and, when conbined with
existing AS security procedures, wll augment VA AI'S security controls.

c. These procedures apply throughcut the Department and to the security of VA
resources, including A'S, data stored and processed on those AI'S, data conmunication
transmission nedia, and personnel who use VA AlS

2. RESPONSI BI LI TI ES

a. The Secretary of Veterans Affairs is responsible for adnministering VA
security and ensuring a VA AS security program is inplemented.

b. The VA CO as delegated by the Secretary of Veterans Affairs, is
responsible for ensuring that AS security incident reporting is included in VA's
AlS security program

c. Deputy Assistant Secretary for Information Resources Mnagenent is
responsible for:

(1) Overseeing and ensuring that VA AS Security Program requirements and
practices are inplenented for all VA automated information resources through the
Information Resources Security Oficer (IRSO for VA

(2) Ensuring that VA AIS Security Incident Reporting policy is developed and
i ssued.

(3) Reporting to and advising the Secretary and Deputy Secretary on mjor AlS
security incidents affecting VA

d. The Information Resources Security Oficer for VA is responsible for:

(1) Ensuring that appropriate Department procedures conform to the requirenents
of the Computer Security Act of 1987 and yearly OMB bulletins regarding its
i mpl emrent ati on, OMB Circular A-130 and its appendices, other Federal laws and
regulations, and promulgating such additional regulations and guidance as necessary.

(2) Serving as prinmary point-of-ccntact for VA and Covernnent-wide Al'S security
matters affecting VA and specifically, major AI'S security incidents.

(3) Developing and issuing Departmental AIS Security Incident Reporting policy
for VA
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(4) Providing assistance to Admnistration Heads, Assistant Secretaries, and
other key officials in preparing their A'S Security Incident Reporting policy,
procedures, and standards to conply with Departmental policy.

(5 Mnitoring, reviewing, and evaluating conpliance with AIS Security Incident
Reporting procedures and tracking major AI'S incidents annually.

(6) Reporting and advising the Deputy Assistant Secretary for [Information
Resources Managenment on major AlS security incidents.

(7) Establishing an Incident Reporting and Response Capability in the
Departnent to assist VA Adnministrations and staff offices by:

(a) Identifying causes for AI'S security violations/incidents.

(b) Reconmmending corrective neasures and solutions to resolve incidents.

(c) Coordinating information exchange of VA AIS security violations and
incidents wth Conputer Emergency Response Team (CERT) organizations.

e. The Inspector GCeneral is responsible for:

(1) Investigating and auditing ma-or AIS security incidents when appropriate,
and conducting crimnal investigations, as warranted.

(2) Providing advice on coordinating an investigative process for AIS security
inc dents and reconciliation of those incidents.

f. The General Counsel is responsible for:

(1) Interpreting laws, regulations;, and directives applicable to VA AS
security activities, and specific to AIS incident occurrences and reporting of those
occurrences.

(2) Rendering legal advice and other legal services with respect to AIS
security incidents wupon request to Administration heads, Assistant Secretaries, and
other key officials.

- Administration Heads, Assistant.. Secretaries, and other key officials are
responsible for:

(1) Ensuring their Adnministration or staff office conply with the requirenents
of the VA AIS Security Incident Reporting policy.

(2) Ensuring that policy, procedures, and standards which neet the requirenents
of the VA AIS Security Incident Reporting procedures are developed for their
respective Admnistration or staff office.

(3) Ensuring that their Administration or staff office Information Security
O ficer (IS0O)identifies and reports major RIS security violations of AIS security
policies, procedures, and accepted pranctices to the VA |IRSO

(4) Creating an incident response capability within their autonmated infornation
system security program

h. Each Facility Director is responsible for:

(1) Implementing the AIS security requirements of their respective facility.
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(2) Ensuring that the facility 1S0 investigates, reviews and records AlIS
security incidents at the facility and reports the incidents to the appropriate
Admi nistration or staff office I1SO

(3) Ensuring that the assigned Incident Response team is notified when a
reportable incident occurs.

i. The facility 1SO is responsible for:

(1) Establishing the facility's AI3 security incidents reporting system

(2) Logging, investigating, and reviewing AlS security incidents at the
facility and reporting the incidents to the appropriate Admnistration or staff

office ISO

(3) Establishing contact with the <assigned Incident Response team when a
reportable incident occurs.

j- Mnagers and Supervisors are responsible for:

(1) Inplementing the requirements of their respective Administration or staff
office Information Security Oficer A'S Security Incident Reporting procedures
within their assigned areas of management control.

(2) Ensuring that AIS security violations/incidents occurring within their
assigned area of management control are reported to the appropriate facility 1S0

(3) Ensuring on a regular basis that all assigned enployees, contractors and
other individuals, who develop, operate, adnminister, maintain, or use VA AS,

understand they are responsible for reporting actual or suspected AlS security
incidents to their imrediate supervisor or facility IS0

k. Al VA enployees, contractors, and other individuals wth access to
sensitive areas or automated information systens are responsible for reporting AS
security violations or incidents to their supervisor or 1SO
3. PROCEDURES - AI'S SECURI TY | NCI DENT REPORTI NG SYSTEM

a. Security Incident Standards

(1) Conputer security incidents can range from a single virus occurrence to a
hacker attacking many networked systems, or such things as unauthorized access to
sensitive data and loss of mission-critical data. An incident refers to a conputer
security problem arising from a threat,.

(2) AIS security incidents to be reported and tracked can be categorized as
follows (these types of acts are not all-inclusive):

(a) Circunvention of AI'S security controls, safeguards and/or procedures;

(b) Unauthorized access, wuse, disclosure, alteration, nanipulation,
destruction, or other misuse of data and A'S;

(c) Theft, fraud, or other crimnal activity comritted with the aide of
Al'S resources;

(d) Theft, loss or vandalism of AS hardware, software or f irmware;

(e) Issues affecting confidentiality, integrity and availability of data and
AlS, and

(f) Unauthorized downloading or copying of VA sensitive information.
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(3) Exanples of specific reportable incidents which can be reported under the
six categories of incidents include (but are not limted to):

(a) Unauthorized access to or use of sensitive data for illegal purposes;

(b) Unauthorized altering of data, programs, and Al'S hardware;

(c) Loss of mssion-critical data, i.e. patient, financial, benefits, Ilegal,
etc.;

(d) Environmental danmge/disaster (greater than $10,000) causing loss of AS
services or data, or which may be less than $10,000 in damage yet have affected the

Administration's or staff office's capabilities to continue day-to-day functions and
oper ati ons;

(e) Infection of sensitive systens or software by malicious code, i.e. virus,
Trojan Horse, etc.;

(f) A'S perpetrated theft,fraud and other crimnal conputer activity;

(g) Tel ecomuni cations/network security violations, i.e., networks (including
| ocal area networks (LANs), netropolitan area netwrks (MANs), and wide area
net wor ks (WANs)) whi ch experience service interruptions that cause an inpact to an
indefinite nunber of end users;

(h) Theft or vandalism of AIS hardware, software or firmware whose loss did or

may affect the organization's capabilities to continue day-to-day functions and
oper ati ons;

(i) Unauthorized access to data when in transmission over conmmunications nedia;

(j) Loss of system availability inmpacting the ability of users to perform the
functions required to carry out day-to--day responsibilities; and

(k) Unauthorized access to and/or wunauthorized use of the Internet.

(4) VA Administrations and staff offices shall require their subordinate
offices and facilities to report AIS security incidents, which the organization

interprets as danaging to the organization's mnission, to VA Admnistration or staff
of fice IS0

(5 VA Admnistration's or the staff office's 1S0O shall report those incidents
which the organization interprets as damaging to the organization's mssion, to the
VA's ORM Information Resources Security Officer (VA IRSO.

b. Reporting Procedures

AlS security incidents as defined in paragraph 3-a.(2) will be reported by the
person observing or discovering the occurrence to the facility SO The facility
IS0 is responsible for recording and reporting security incidents to the
Administration or staff office 1S0O for tracking and reconciliation of the suspected

i nci dent. Suspected AI'S security incidents will be reported to 1SCs within 48 hours
of the occurrence. Addi tional ly, those incidents which are determned to affect an
Administration or staff offices' capability to acconplish critical functions,

restrict the availability of a system or comunications nedium i.e. LAN, MAN, WAN,
network, etc., or result in a nonetary inpact to the Administration or staff office,
will be reported within 48 hours of the occurrence to the VA IRSO, located in the

Ofice of Information Resources Mnagenment, by the Administration or staff office
| SO
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(2) AI'S security incidents shall be recorded on a security incident form or |og

as defined by the facility. Essential information about the security incident

should be identified in as nuch detail as possible, at the time of occurrence. Some
information may need to be added at a later time based on the investigation/closure
of the incident. The following mnininum information about a security violation or

incident shall be entered on the AIS security violation/incident form
(a) Location of incident and organization filing report;
(b) Reported by (Name, Title and Crganization);
(c) pate and tinme of report filing;
(d) pateand tinme of incident;

(e) Details of incident (include names of personnel involved and description of
the who, what, when, where, how, and why):

(f) The nane and title of the person to whom the incident initially was
reported to;

(g) ldentification of whether the Inspector GCeneral or appropriate |aw
enforcenent organization has been notified,

(h) Incident inpact on day-to-day operations;

(i) Action taken to contain the incident and resources required to correct the
incident (in cases of system outage note what vendors have been contacted);

(j) Short-range corrective action, such as discontinuing the use of an infected
computer diskette, immediately removing a terminated enployee's access privileges;

(k) Long-range corrective actions, as necessary;
(1) Estimated nmonetary danmage; and
(m Additional information, as appropriate

(3) The information collected on the AIS security incident form shall be
reported to the Admnistration or staff office 1S0O in a confidential manner, which

may include the follow ng nethods. Initial reports of serious incidents or
violations may be reported by telephone. Reports may be sent by US. mil wusing the
doubl e-envel ope nmethod, couriers, or secure facsinile. Fol lowup contact wll be
established with the reporting facility or office by the Adninistration or staff
office 1S0 , and tracking for each incident will be continued until final closure.
Each facility, local or office level 1SS0 or nmanager/supervisor wll be responsible

for mking the determnation of whether the AIS security incident at their level is
reportable based on the definitions provided in this procedure and ensuring that
reports are filed with their respective Admnistration or staff office 180

(4) Significant A'S security incidents shall be reported first to assigned VA
I ncident Response and Security Team which will identify and assist in resolving
reported incidents.

c. Protection of Report Information. AlS security incident report information
will be treated as sensitive information and safeguarded as equivalent to Privacy
Act information, at a minimm Access to AIS security incident information should
be restricted and shall be stored in |ocked areas.
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d. Tracking of AIS Security Incidents

(1) Each VA Administration or staff office 1S0 is responsible for tracking AIS

security violations and incidents for their organization. Tracking will include
monitoring each incident through final closure and naintaining a copy of the
incident report for a period of three :3) years. Reports of security violations and

incidents shall be prepared and maintained by the Administration or staff office

| SO Those security violations and incidents which threaten critical organization
functions shall be reported within 48 hours to the office of the VA IRSO by the
Adm ni stration or staff office ISO

(2) The office of the VA IRSO shall advise the DAS/IRM of security violations
and incidents reported from VA Administration or staff offices which threaten
critical VA functions.

e. IRS0O Handling of Reported AIS Security Violations and Incidents

(1) The VA IRSO shall establish a log of reported security incidents.
Automated files of reported incidents shall be protected against wunauthorized access
and not accessible through a network.

(2) Major elenents of security incident records created and maintained by the
VA IRSO shall include: name of VA Admnistration or staff office mking the report;
nunber of violations and incidents by <=ype or nature, total nunber of violations and
incidents; number of wunresolved violations and incidents; and the estimated nonetary
loss attributable to all reported incidents.

f. Reporting of Security Incidents, and Violations to the Mdia. Al VA
conponents shall refer questions from the nedia (e.g., newspapers, television, and
radio) concerning AlIS security violations or incidents to VA's Ofice of Public
Affairs in VACO The Department will respond to nedia requests for records
concerning security under the Freedom of Information Act (FOA) in accordance with
VA procedures for responding to FOA raquests rather than with the procedures
specified here.

4. REFERENCES

a. Information Resources Security Handbook, Ofice of Information Resources
Managerent, H-003-1, 1991.

b. National |Institute of Standards and Technology (N ST), N ST Special
Publication 800-3, Establishing a Computer Security Incident Response Capability
(CSIRC), Novenber 1991.

c. Ofice of Mnagenent and Budget (OvB) Circular A-130, Mnagenent of Federal
Information Resources, Appendix Ill, Security of Federal Automated Information
Systems, dated February 8, 1996.
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CHAPTER 4. VIRUS CONTROL PROCEDURES

1. PURPCSE. The following conmponents provide prevention, detection,

identification and recovery from conputer viruses. This handbook contains nandatory
Departnent of Veterans Affairs (VA) procedures for:

a. Reducing VA vulnerability of VA personal conputers, local/wde area networks
(LANWAN) from the threat of conputer viruses and other forms of malicious code.

b. Ensuring tinmely detection of conputer virus infections.

c. Providing a reliable means for containing and elimnating infections when
they do occur.

2. BACKGROUND. The following includes basic background information necessary for
a basic understanding of the conputer virus threat:

a. Wat is a conputer virus? A conputer virus is a malicious software program
with the ability to replicate itself, thereby spreading from conmputer to conputer.
The result of this infestation may sinmply be annoying, such as a display of messages

or mnor degradation of system performnce. Viruses can also have catastrophic
consequences, such as the conplete destruction of all prograns and data stored on a
systems hard disks. Damages may not be linmited to individual conputers as
accessible network disk drives my be infected and become a standing source of
infection for other connected conputers. Viruses may nodify or destroy data
rendering systenms and possibly entire networks unusable. For the sake of sinmplicity
in this document, any type of malicious program code wll be referred to as a virus.
b. There are four types of viruses: The boot sector infector, the file

infector, the conpanion virus and the Mcro virus. Some viruses fit into nore than
one category because they infect boot sectors and files and so are called
nultipartite viruses. Some of these viruses may try to hide themselves by taking
control of the operating system these viruses are called stealth viruses. Sone
viruses encrypt thenselves so every infection appears to be different; these are
called encrypted viruses.

(1) The Boot Virus. The boot sector virus wites itself into the DOS system

area on the floppy disks and hard disk:; it infects. This type of virus accounts for
over 70% of all reported virus infections. It can only be passed to your conputer
when you inadvertently attenpt to boot from a floppy disk left in the disk drive
(generally people boot their conputers from the hard drive). Once the conputer's
hard disk has becone infected, the conputer becomes a source for spreading the

virus. The virus becones active each =ime the system boots up and wites itself out
to every floppy that passes through your conputer. The boot virus cannot infect a

network and cannot be passed throughou: the organization through the LAN

(2) The File Virus. The file virus or program virus, as it is often called,
infects program files by attaching thenselves to them or overwiting a portion of
the program with the virus code. These viruses are easily passed over LANWANs or
any other network, including Internet. They can be sent as attachments to e-mail or
placed on electronic bulletin boards fpr the unsuspecting to download. They becone
active when the program they are attached to is executed.

(3) The Conpanion Virus. The conpanion virus may exist as a duplicate file but
have the COM extension instead of the =XE extension. The COM conpanion Vvirus
executes first and after becoming active, it passes control back to the EXE which

executes nornally. There is also a type of conpanion virus that nmodifies the
pointers in the directory to point to a virus instead of the intended program
Wien a user attenpts to execute a program the virus executes and after beconing
active, it executes the program that the conputer user actually was trying to
execute.
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(4) The Macro Virus. Many software products include macro progranm ng
| anguages or tools allowing users the ability to automate tasks that were once
repetitive. Due to the continual enhancements developers have nmade to these macro
| anguages nmany are now sophisticated enough to create nmalicious programs which
technically are conputer viruses. Macro viruses can replicate and spread from
computer to computer so they technical.y fall into the realm of the conputer virus.

c. There are three main conmponents to the logic code of a virus: the
replication logic, trigger logic, and the attack or bonb |ogic. The replication
logic is the portion of code that allows the virus to replicate itself; the trigger
logic decides whether to attack or go dormant (replicate but not attack); and the
attack logic destroys data or could be a relatively benign taunting nessage.

d. Oher Forms of Malicious Programs. Though not covered specifically, many of
the procedures described within this Chapter are equally applicable to other forns
of malicious program code.

3. RESPONSI BI LI TI ES
a. The Department R Security Oficer (IRSO wll:

(1) Manage the VA Conputer Virus Protection Program Col l ect AIS security
violation and incidents information consistent with VA A'S Security Incident
Reporting policy (Chapter 3, VA Handbook 6210). Maintain reports of incidents and
share information on detection and renpval of acute infections.

(2) Establish and disseminate virus protection procedures and guidelines to VA
organi zations on the prevention, detection, and renoval of conputer viruses.

(3) Serve as the Department point-of-contact for virus-related issues,

including information on reputable anti-virus software and the identity of local VA
office AIS security representatives.

(4) Provide Department-wi de technical assistance in response to virus
incidents, by recomending anti-virus software or other methods of detection and
renoval .

(5) Consult with automation persornel and VA network administrators (those
having the responsibility of mnaging or nmaintaining a PC based network) regarding
virus prevention, detection and identification, and recovery procedures.

(6) Conduct reviews as necessary to ensure conpliance with the nandatory
security program requirenents.

b. Al VA offices shall:

(1) Establish operational procedures for network system admnistrators to
implement an effective virus protection program

(2) Assist the Departnent IRSC in responding to virus incidents.

(3) Contribute to the free flow of information concerning viruses by reporting
incidents to the Department |RSO

(4) Assist the Department TIRSO in conpliance reviews of the virus program
(5) Ensure that nmmintenance contracts wth consultants, repair technicians and

troubl eshooters contain security requirements for non-VA enployees to follow, and
includes security neasures, Such as virus scanning and prevention techniques.
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c. VA Network System Administrators will:

(1) Where a network wutility, facility, or nechanism exists, restrict network
users so they cannot wite to program files on network drives. Installed prograns
are never witten to and so should be set as "read only or execute only." Wen
possi bl e, access controls should be set to prevent even network admnistrators from
being able to wite to program files (though they should have "delete" privileges).
Doing this will prevent conputer viruses from attaching to program files that are
shared by all.

(2) Follow virus protection, detection and identification, and recovery
policies and procedures. Maintain a current copy of licensed virus protection
software on bootable wite-protected diskettes.

(3 Use system adm nistrator privilege on a LAN or a WAN only when doi ng
adm nistration or nmintenance of the network requiring such higher levels of
privilege. Wen assisting customers, privileged users should not log onto the
network as system administrator from any nachine that has not first been detern ned
to be virus-free. For routine work, such as e-mil, word processing, etc.,
admnistrators shall wuse accounts wth nornal wuser privileges.

(4) Keep wite-protected copies of original software |oaded to network servers
to perform a necessary restore to workstations and to do regular back-ups of
critical server data.

(5) Conply with directives provided by the Department IRSO in response to
specific virus incidents, where applicable.

(6) Prepare additional local direction, such as operating nenmoranda, policies
and procedures, where applicable.

(7) Report all conputer virus incidents to the facility Director or designee
and the facility ISO and notify all network users.

d. VA conputer users wll:

(1) Enploy physical access protection for all Departnment microconputers to
restrict access by unauthorized person..;. Unknown and potentially unauthorized
persons will be challenged in regard to their authorization to use equipment.

(2) Ensure that software |oaded or data disks used on their conputer are first
scanned for possible viruses.

(3) Perform regular back-ups of conputer data files. The frequency of these
back-ups should be commensurate with the nature and criticality of the data stored.

(4) Use current anti-virus software on a daily basis for any mcroconputer used
in processing sensitive or critical VA information, including:

(a) portable mcroconputers;
(b) mcroconputers used to process diskettes received from sources outside VA
(c) mcroconputers returned from outside repair facilities;

(d) mcroconputers that have had diagnostic utilities or other software run on
them by repair technicians;

(e) enployee-owned microconputers that are used to process VA information
(whether at home or office); and

(f) sales denpbnstration disks and beta test versions of software.
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(5) Use anti-virus software to scan the entire hard disk after files have been

recovered from back-ups if the recovery was required due to a virus-related
i nci dent.

(6) Use only software proven to be virus free after scan testing. Refrain from
using unsolicited software sent to you by nail or obtained from external sources
until tested.

(7) Obtain "shareware" software directly from official sources such as the
devel opers' electronic bulletin board systems (BBS).

(8) Use only one wite-protected boot disk for each floppy-based mcroconputer

and control access to this disk. On systems with hard disks, ensure the system
boots from the hard disk and no floppy has been inadvertently left in the floppy
drive (the conputer may attenpt to boot from it). If possible, configure the

computer to boot only from the hard disk.

(9) Ensure original manufacturer software is securely stored in the event that
prograns nust be restored to disk. Data can be backed up and software retained on
original diskettes as back-ups.

(10) Comply with additional direction by the Departnent |RSO and organization
AlS security representatives in response to specific virus threats, where
appl i cabl e.

(11) Report all <conputer virus incidents to the facility or organization |S0
e. Consultants, Repair Technicians and Troubleshooters will:

(1) Enploy a reputable and current anti-virus product and scan all operating
PCs before beginning to work.

(2) Report all conputer virus incidents to their organization 1S0

4, PROCEDURES. Wiile current physical and logical access controls provide
protection against wunauthorized system access on many networked conputers, an
authorized wuser may unknowingly introduce virus-infected software locally through
floppy drives or renptely via a nodem A single infected nmicroconputer on a network

can rapidly infect every workstation and server on that network. I mpl enentation  of
the neasures prescribed in this chapter wll provide reasonable protection of VA
information resources against the <threat of conputer viruses.

a. FIRWVR (Federal Information Resource Management Regulations). VA nust
continue to develop an environment that wll mninize the risks and consequences of

virus infection to conputers and LAN/WANs and is bound by the FIRVR Bulletin C- 28,
"Conputer  Viruses."

b. Physical Access Control. Physical access control wll be enployed on all
Departnent conputers to restrict use tn authorized persons. This neans that
computers should be physically secured to prevent access by an unauthorized person.

c. Key Locked. Every newer personal conmputer has a key lock though it should
be noted that this may only give an extremely low level of security. If keys are
used as a first line of defense, then the supervisor or other individual should keep
the backup key in the event that the organization needs access to that conputer.

d. CMOS Security. Many PCs have za CMOS setup routine that can be accessed from
DOS by hitting the correct key conbination. On many PCs the key conbination is
Ctrl-At-Esc, but your PC may be different. Before you attenpt to change your PCs
CMOS setup, see your owners manual for the key conbination for your PC Once you
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bring up the CMOS setup routine you can password protect your CMOS so it cannot be
changed without the password, and you can password protect your PC so that it will
not boot without the password. This gives you a low level of access control to your
PC and may help to keep unauthorized persons from using your PC In the same CMOS
routine you should also set your PC to force booting from only the C. drive (hard

di sk) . This will elinmnate the possibility of your ever getting a boot virus, as it
makes it inpossible for your PC to boot from an infected floppy.

e. Backups. If anti-virus software efforts fail you wll always be able to
resume business as wusual if a reliable backup has been done. Regular and frequent
back-ups of conputer data files should be perforned to aid in the recovery from a
virus or any data loss situation. O course, if the system has been unknowi ngly
infected by a virus for sometine, backups may be infected. Wen backups are
infected, generally only the program files will be infected - not the data. In
order to restore the program files to +their original state, the user should be able
to fall back to the original nmanufacturer's software diskettes. These should have
been wite-protected prior to installation (when possible) and stored securely for
use in restoring original program file:;. In some cases where a mrror inage of a
conplete disk is taken as a backup, a boot virus can be transferred to the backup.
Restoring from such an infected backup wll certainly restore the virus. For this
reason, it is inmportant to do file-by-file type backups rather than the "mrror"

i mage or conplete back-up.

f. Virus Scanning.

(1) Wen personal conputers are attached to a LAN, they should contact the LAN
System Administrator about having anti-virus software installed to secure each

workstation against conputer viruses. The LAN Admnistrator wll nonitor the LAN
servers for virus activity through the use of anti-virus software. Set up the anti-
virus software so that it scans the PC automatically when it is booted. Anti-virus
software will be wused on all local area networks (LAN) and connected workstations.
Wrkstations to be connected should be determined to be virus-free before

connecti on. There are anti-virus products that wll check the boot area of the disk
on boot up and nay even restore the correct boot area if a virus has infected it.
There are resident nonitors that run continuously in the background. These shoul d
be used whenever possible because they prevent the admttance of viruses during the
workday (after the initial. scan has been done). However, in some instances,

shortages of system nemory nay preclude the use of a resident scanner.

(2) An office may be using a variety of anti-virus software, possibly different

products from what are used on the LAN or el sewhere. There is strength in
diversity. No single anti-virus product can detect every virus, so the fact that
you are using an additional product may help to identify a virus that may otherw se
go undetect ed. Special consideration should be given to the purchase of products
that do not rely strictly on signature scanning as the primary method of detecting
Vi ruses. Signature scanners nust be continually updated with the signatures of new
computer viruses and may not be able to detect many encrypted viruses. Many
products now use signature scanning nerely as a method of identifying a conputer
virus once detected. It is highly reconmended that'a product be chosen that uses

one of the following nethods of detection: GCeneric Differential Detection, Holistic
scanning, Heuristics or another non-signature based nethod, as the primary detection
met hod.

. Scan Inconming Software. Software obtained from external sources should be
used only after it has been "scanned" by a reputable and reasonably current anti-

virus product. All PCs and servers should undergo regularly scheduled scanning.
Public domain "shareware," as well as comrercial software, wll be "scanned" for
viruses before use. Computers returned from outside repair facilities wll be
"scanned" for viruses before being attached to a network or put into operation.
Software wutilities used by repair technicians will also be "scanned" before use.

Repai r/troubl eshooting technicians should scan their software before use and keep it
wite protected while in use.
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h. VA Developed Software. Software produced within VA wll be designed to

prevent it from being an avenue for infection, where possible. Devel opers nay
choose to wite program routines that incorporate integrity checking algorithms or
encryption for the program itself. Al program disks should be "scanned" wusing a

reputable and reasonably current anti-virus product before distribution. Only write-
protected diskettes should be distributed.

1. Diskettes from Hore. Di skettes taken honme and used on hone conputers or
brought from any non-VA location should be "scanned" with a reputable and reasonably
current anti-virus product before use on a VA conputer. Many hone PCs are infected
due to downloading anonynous software from electronic bulletin boards, trading
ganes, etc. It is easy for a PC to become infected with a virus under these
ci rcumst ances. If diskettes are taken hone to do work, then they should use the
same good security practices at hone as at work. However, scanning the disk for
viruses after returning to work is a good preventive measure.

Trophy  Viruses. Unless you are a nenber of an AIS Security staff and need
to save conputer viruses for study and distribution to anti-virus comunity, do not
attenpt to save them However, an infected file or disk can be retained for the
purpose of supplying the anti-virus software developer with the virus for analysis.
This diskette should be clearly narked as infected and sealed in an envelope so that
it is not inadvertently used. Qher than these exceptions, when a virus is
detected, it should be destroyed imediately.

5. REFERENCES

a. For Your Eyes Only, quarterly AIS security bulletin for the Department of
Veterans Affairs, Library of Congress serial publication nunber |SSA 1071-4286.

b. National Institute of Standards and Technology (N ST) Special Publication
500-166 Conputer Viruses and Related Threats: A Managenent Quide, by John P. Wack
and Lisa J. Carnahan.
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CHAPTER 5. COPYRI GHT  SECURI TY  PROCEDURES

1. PURPOSE AND SCOPE

a. Al VA enployees are required to protect government and public interests as

they perform their duties. This includes assuring that government-acquired software
protected under the Copyright Act is used in accordance with the law and the
software licensing agreement. It is the responsibility of all VA organizations and

enpl oyees to ensure that copyrighted software is |icensed properly before being
installed on VA equipment. Title 17, United States Code, Section 106, gives
copyright owners exclusive rights to reproduce and distribute their mnaterial;
Section 504 states that copyright infringers can be held liable for danages to the
copyright owner. Title 18, United States:Code provides felony penalties for
software copyright infringenent. This policy does not apply to software devel oped
by the Department or for use by the Departnment under a Departmentw de |icense.

b. Special purpose software shall be used to perform a software audit which
will inventory and docunent software on each PC in the organization. Such software
may be a commercial product or nmay be acquired free from the Software Publishers
Associ ation (SPA) through the organization's Information Security O ficer (1SO.

c. Individual enployees may not install privately-owed software on governnent
equi prent unless it is in the best interest of VA Authorization and justification
for the installation of privately-owned software must be approved, in witing, by
the VA enployee's facility or organization nanagenent. Prior to authorization, the
enpl oyee's nmanagenment should require the enployee to provide the software |icense
and give assurance that copyright infringement will not result from the
instal |l ation, in addition to other |local managenent requirenents. [ ndividuals not
following these procedures nmay be held personally liable for any violations of the
copyright law and subject to the penalties specified in Titles 17 and 18 of the
United States Code.

d. The Conputer Software Rental Arendments Act of 1990 (Title VII.1 Public Law
101-650) prohibits the rental, leasing, or lending of original copies of any
conputer program for the purposes of direct or indirect comercial advantage without
express permssion of the copyright owner.

e. Od versions of software that have been upgraded shall be disposed of in
accordance with the licensing agreemen- and may have to be returned to the

manuf acturer or destroyed, depending on the software |icensing agreement terns. The
new upgrade is wusually intended to replace the old software, resulting in a single
copy |icense. It may be a violation of copyright to continue to operate old

versions after the upgrade has been installed. VA facility nanagenent shall ensure
that software licensing agreenents permt old versions of software that have been
upgraded, to be loaned or taken home by VA enployees. This practice wll avoid
violating the copyright |[aw.

2. RESPONSI BI LI TI ES

a. FEach facility director is responsible for ensuring that software copyright
procedures are included in the facility's A'S security program and are conplied
with.

b. Mnagers and immediate supervisors are responsible for ensuring that
empl oyees are trained in and follow ths established procedures and acceptable
practices allowed under software copyright laws and VA facility policy and
pr ocedures.

c. The facility 1S0 for the Director, inplements the facility's AlIS security

program and its conponents, and ensure:; the facility security program is in
conpliance with software copyright 1laws and VA facility and Central Ofice policies.
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d. Al VA enployees, contractors, and other individuals using |RM technol ogy
resources, shall adhere to software copyright laws and VA facility security policy
and procedures.

3. PROCEDURES. The following practices and procedures will be adhered to by all

enpl oyees. VA managers and supervisors wll be held accountable for conducting
periodic audits to ensure conpliance:

a. Install on VA systens only comercial software, including shareware, that
has been purchased through the governnment procurement process. An exception to this
rule is when privately-owed software is authorized to be installed on governnent
equi prent by VA facility or organization nanagenent.

b. Follow all provisions of the licensing agreements issued wth the software
and register organizational ownership.

c. Mike only authorized copies of copyrighted software. Normal Iy, the Iicense
will allow a single copy to be nmde for archival purposes. If the license is for
multiple wusers, the authorized nunber of copies shall not be exceeded.

d. At least annually, inventory and maintain witten records of all software on
each individual PC This inventory shall be conpared with the organization's
licensing agreement records to ensure licensing conpliance.

e. Mintain witten records of software installed on each machine and ensure
that a license or other proof of ownership is on file for each piece of software.

f. Store licenses, software nmanuals and procurement docunentation in a secure
location (e.g., locked file cabinet, etc.).

. Wen an upgrade to software is purchased, dispose of the old version in
accordance with the |licensing agreenent. Upgraded software is considered a
continuation of the original l|icense, not an additional one. The continual use or
redistribution of old versions (that have been upgraded) nmay be a violation of
copyright |aw

h. Some governnent-owned software licenses allow enployees to take copies hone
for use on their privately-owned conputers under specific circumstances (e.g., for
government work, but not personal business). Unless the license allows this
specifically, doing so is in violation of the copyright law, and the individual may
be held liable.

i. Al wunauthorized copies of software, identified during audits or conpliance
reviews, shall be renoved inmediately.

4. REFERENCES

a. P.L. 102-561, Amendment to Title 18, Criminal Penalties for Copyright
I nfringenent.

b. P.L. 101-650, The Conputer Softwa.re Rental Amendments Act of 1990.

c. Title 17, U.S.C, Copyright Act.
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CHAPTER 6. PROCEDURES FOR SAFEGUARDI NG SENSITIVE | NFORVATI ON
STORED ON AUTOVATIC DATA PROCESSI NG
EQUI PMENT  DURING DI SPOSAL

1. PURPCSE AND SCOPE. This Chapter provides the authority, responsibilities,
procedures and controls required for renmoving sensitive information that resides on

automatic data processing equi pnment (ADPE) storage nedia prior to its disposal. The
provisions of VA Directives 6300 and 6210 govern the protection and disclosure of
sensitive information in VA Sensitive information nust always be protected from
unaut hori zed access and disclosure. I nadvertent disclosure of sensitive information
can occur when the storage nedia for this information is released for disposal

without the permanent erasure of the sensitive information. The residual physical
representation of data on storage media is known as data renmanence. This Chapter

provides the appropriate procedures, safeguards, and actions to be taken to protect
sensitive information before the storage nedia containing the sensitive information
is released for disposal. The provisions of this Chapter and governing directive
are applicable to all organizational elenents within the VA and must be inplenented
at all VA offices and facilities within 180 days from the date of issuance.

2. RESPONSI BI LI TI ES

a. The VA CIO is responsible for developing and recomrending policies and
controls for the selection and protection of sensitive information in the
Depart ment .

b. Administration heads, Assistant Secretaries, Deputy Assistant Secretaries
and other key officials are responsible for ensuring that offices and facilities
under their control include policy and procedures in their conputer security
prograns for the protection of sensitive information during the disposal of ADPE
storage nedia.

c. Each facility director, manager or other person accountable for the control
of ADPE is responsible for the developnent and inplenentation of rules and
procedures for safeguarding sensitive information contained on storage nedia before
it is disposed of.

d. The VA Information Resources Security Oficer (IRSO is responsible for
nmoni t ori ng, reviewing and evaluating conpliance wth this automated information

system (AlIS) security programdirective. The RSO reports the results of reviews to
the Deputy Assistant Secretary for |IRM

3. PROCEDURES

a. This Chapter provides the procedures and methods to apply when ADPE with
permanent storage capabilities (retention of data occurs in storage, on either
removable or "non renovable" nmedia), including nagnetic, solid-state and optical
storage nmedia, is being released for disposal. This Chapter only applies to the
renmoval of sensitive information from ADPE slated for disposal, not the disposal of
the ADPE. The disposal of ADPE nust conply with the FIRVR Part 201-23, Disposition,
and the applicable VA policies. The term disposal, as used in this Chapter, applies
to actions where equipnent is excessed, transferred, discontinued from rental/lease,
exchanged, or sold.

b. Mandatory Disposal Procedures. Procedures and standards governing the
di sposal of sensitive information nust be developed and inplemented by each facility
director, nmanager or person accountable for the control of ADPE that processes or
stores sensitive data in VA Di sposal procedures for storage nedia that neet these
criteria are mndatory and shall include, as a nininum the follow ng nethods,
controls and practices:
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(1) Operating Procedures. Witten operating procedures which specify security
requirements and standards for disposal of storage devices that contain sensitive

information shall be used. Procedures for the rempval or clearance of those nedia
before release or reuse of the equipnent is permtted shall also be included in the
procedures. A quick reference guide detailing procedures for disposing of a

personal conputer is contained in Appendix A

(2) Trained Staff Assigned. Staff trained in data eradication nethods and
procedures shall be wused to irrevocably clear and renmove sensitive information from
equi prent and storage nedia scheduled for disposal or release.

(3) Method for Ceaning Storage Media. The nethod selected for
clearing/purging storage nedia must fit your situation, storage device to be
cleared, the sensitivity of the data, the acceptable level of data remanence (how
mich data renains on the storage nedia) and the possible or potential risk of data

recovery after the equipnent is released. The principal nethods for safeguarding
sensitive information during the dispoaal or repair of equipment include:
overwiting, degaussing; destruction of' the storage nmedia; renoval of the storage

media; or declassification of the information.

(4) Approved Software. Only software adhering to the VA standard shall be used
for overwiting and renoving of sensitive information; overwite software itself
must be protected from unauthorized nodification or use. The VA standard used for
overwite software is found in the National Conmputer Security Center's publication,
A CQuide to Understanding Data Remanence in Automated Information Systens, NCSC- TG
025 Version-Z.

(5) Approved Denmgneti zi ng Device or Demagneti zing Services. Only manufacturer
recommended degausser products that are listed for your hardware or storage nedia
shall be used. Contracting with the appropriate vendor for this service my be an
acceptable alternative to the purchase of equipnent to demagnetize storage nedia.
Where contracts with vendors already exist for services and naintenance of PCs,
contact the VA project manager for that specific contract. An agreenent for
denmagnetizing services may exist or could be centrally developed. VWhen using
contracted vendor services, specific measures, such as non-disclosure agreenments
with the vendor, must be devised and inplemented to ensure that vendors or other
personnel authorized to access sensitive data preserve the confidentiality of that
data during the data clearance process..

(6) Sensitive Data Protected during Mintenance and Repair. Procedures shall
be established by Departnent conmponents to ensure that authorized personnel,
including non-VA personnel, such as vendors and contractors, preserve the
confidentiality of sensitive data and that wunauthorized personnel do not access
sensitive files during repair or maintenance. These procedures shall be consistent
with statutes and existing policies which govern actions during naintenance and
repair of ADPE

(7) Equipment and Storage Devices Certified. An official at each station,
facility and key VA Central Ofice organization shall be appointed to certify, in
witing, that equipment with storage media has been properly cleared of all
information before it is excessed, transferred, discontinued from rental/lease,
exchanged, sold or otherw se released.

(8) Information Renoved from Storage Media Properly Retained or Disposed of.
Prior to disposal or release of the conputer storage nedia, all records naintained
on the storage nedia shall be retained or disposed of in accordance wth the
instructions in the approved records control schedule. The responsible records
control office shall be contacted for guidance.

c. Wen mintenance or repair is required for ADP equipment with storage nedia
or the storage media alone, sensitive data residing on that equipnent nust also be
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pr ot ect ed. Specification of procedures for the protection of sensitive information
when nmaintenance or repair is planned is beyond the scope of this policy.

Departnent conponents are expected to establish procedures to preserve the
confidentiality of sensitive data under these circumstances consistent with any
applicable statutes and existing directives.

d. Wen disposal of storage nedia involves transfer between or within VA
facilities, these procedures are linmted to instances where ADPE storage nedia
containing sensitive information is sent to a VA facility or to a VA conponent
within a VA facility where individuals with access do not have a need to know
"Need to know' is the principle that a Department official or enployee may have
access to sensitive information in VA conputer systens and storage media only when
the official or enployee needs access to that information in order to perform an
assigned task or duty within the officzal assigned responsibilities of the
i ndi vi dual .

e. Security planning that includes mandatory disposal procedures will help
prevent the conpromise of sensitive information contained in a conputer system or
its parts after it is out of the control of the VA organization that had custody.
Appendix A to this Handbook contains a list of steps for the renoval of sensitive
information from a personal conputer before it is released.

f. Requirements established in this handbook for safeguarding sensitive
information are in addition to requirenents in other VA directives that govern the
handling and disposition of FIP resources.

Sensitive information as used in this Chapter does not include conputer
software or conputer prograns that process sensitive information or other VA data.

4. REFERENCES

a. Computer Security Considerations in Federal Procurenents, National Institute
of Standards and Technology; Special Publication 800-4.

b. DOD Conputer Security Center (NSA), A @Qide To Understanding Data Remanence
in Automated Information Systems, NCSC-TG 025 Version 2, Septenber 1991.

c. DOD 5200.28 STD, "Trusted Conmputer System Evaluation Criteria," Decenber
1985.

d. Privacy Act of 1974, 5 U.S.C.5%?2a
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Chapter 7. LOCAL AREA NETWORK SECURI TY PROCEDURES

1. PURPOSE AND SCOPE. Local area networks (LANs) have become an inportant tool
for organizations to meet their information processing, conmunications, and office
automation needs. LANs provide the distribution of data, applications, and

comuni cations services to network nenbers. By way of a common network operating
system (NOS), LANs connect file servers, workstations, printers, and nass storage
devices, and enable users to share resources and functionality. Wth the
distribution of data over the LAN to the organization, security for the protection
of data nust also be distributed. It is inportant to understand the security needs
before appropriate security procedures and neasures can be devised and inplenented.

2. RESPONSI BI LI TI ES

a. Administration Heads, Assistant Secretaries, and other Key officials are
responsible for ensuring development of LAN security policy and procedures in their
or gani zati ons.

b. Each facility director is responsible for inplementation of LAN policy and
procedures.

c. Managers and inmmediate supervisors are responsible for informing staff about

this policy, assuring that each affected person has access to a copy, and ensuring
enpl oyees receive training on this aspect of AIS security.

d. LAN nmanagers and adnministrators are responsible for inplenenting specific
LAN security neasures and techniques to protect PCs, network servers, and other
network resources and conply wth the facility's or organization's LAN security
policy.

e. Al VA enployees, contractors, and other individuals using IRM resources are
responsible for conplying with security policy established by those primarily
responsible for the security of the data, and for reporting to nmnagenent any
suspected breach of security.

3. PROCEDURES
a. LAN Security Requirenents

M ninum essential security requi rements for l|ocal area networks (LANS) in VA
shal | include:

(1) Define LAN configuration
(2) Determine the risks to the LAN. A risk assessment should be done to
determine the criticality of the LAN based on the level of sensitivity of the

information, the vulnerabilities and the safeguards to be taken to reduce those
vul nerabilities.

(3) Select security nmeasures: Determine security procedures and
devices needed to secure the LAN at an acceptable level of risk.

(4) LAN information security policy.

(5) Miintenance of confidentiality of sensitive data as it is stored, processed
or transmitted on a LAN

(6) Mintain the integr ity of data as it s stored, processed or transmtted on
a LAN.
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(7) Maintain the availability of data stored on a LAN, as well as the ability
to process the data in a tinely fashion.

b. Conponents of Network Security Design
Mandatory elements of a network system design shall include:

(1) LAN Configuration description. LANs should be configured to limt each
user's access to only the resources they need to acconplish their job.

(2) Develop LAN security requirenments.

(3) Inplenent and test security nmeasures. Unaut horized LAN Access:

(a) List possible vulnerabilities, such as lack of or insufficient
identification and authorization process, inproper password nanagenent, etc

(b) Conputer wusers shall be required to have a separate ID and passwords. Users
shall be required to change their passwords at |east once every six nonths, password
length must be at least six characters in length, and are not an English word or
narme.

(c) The LAN nmust have an intruder lock out feature that would suspend an
account after three invalid attenpts to [ogon. This will help the systens
adm nistrator determine if efforts are being mde to conpromse LAN security. Thi s
limts the nunber of failed login attenpts before suspending that account |ID. When
a lock out occurs, the systems administrator should investigate to determ ne whether
the action was that of an authorized user or an attenpt to intrude. At t empt ed
intrusions should be studied for ways <o inprove the security of the network.

(d) Require the use of encrypted passwords when available. This features

should be inplemented at the time the LAN is installed as it is nost transparent to
the users at that tine.

(e) When employees are no longer part of the organization, or their duties
change, their account access should be appropriately nmodified or terninated.

c. Unauthorized Access to LAN Resources

(1) List possible vulnerabilities, such as inproper use of LAN manager, system
operator (sysops) privileges, etc.

(2) Linmit the number of individuals who have systens admnistrator privileges.
The systens administrator should have a separate |ID and password for exercising
systens administrator privileges.

(3) Limt the number of individuals who have print queue managenent privileges.
These personnel should have a separate ID and password for exercising queue
managenent privil eges. Ensure that personnel who possess this privilege are
properly trained and nonitored to ensure they do not use the print queue login only
for its intended use.

d. Disclosure of LAN Data

(1) List possible vulnerabilities such as data stored in open area, data stored
in unencrypted form etc.

(2) Ensure that provisions for physical security of data in the work place are
coomensurate with the nature of the data to which users have access.
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Physical controls used for an area should take into account those enployees

authorized to be in an area but who are not authorized access to sensitive
i nformation.

(3) Determine who has access to the work place during regular working hours to
safeguard all information technology resources.

e. Unauthorized Mdification of Data and Software

(1) List possible vulnerabilities, such as inproper or unnecessary perm ssions
granted to enployees, viruses, etc.

(2) Restrict the access of wusers to the LAN by limting their access to
specific business hours only.

(3) Limt the number of active logins enployees nay use at any one tine.

(4) Restrict enployee access to the LAN by permitting them access from their
workstation on his/her desk only.

(5) Enployee workstation access to such network resources as the Internet needs
to be addressed by use of firewalls or other such features. The Internet for all
its usefulness is also an access point for virus infection.

f. Backup of LAN Data
(1) List critical data on the LAN and determne the frequency of backups, which

should be perfornmed at least weekly, or nmore often, depending on the nature of the
dat a.

(2) Several generations of nmonthly backups should be retained and the restore
process tested regularly to ensure that the LAN server disks can be restored to
their original state.

g- Disruption of LAN Functions

(1) List possible wvulnerabilities, such as inability to redirect LAN traffic,

"single point of failure” LAN configuration, etc., to identify and prevent denial of
service situations.

(2) During the design of the LAN architecture, plan system redundancy and
system backup at critical junctures of the system Good systems design inproves
continuity of operations prospects by not creating "a single point of failure" where
the failure of one system conponent can bring down the entire LAN

(3) List possible threats, vulnerabilities and resultant risks for assessnent.

h. Selection of Security Controls. Security nechanisms, procedures, software,
etc. should be installed on the LAN to control or reduce the risk resulting from
threats posed by LAN weaknesses. These "Security Services" include the follow ng:

(1) Identification and authentication. A mechanism that provides an assurance
of the identity of an individual.

(2) Access Control. A nechanism to restrict use of system resources.
(3) Data Confidentiality. A process of keeping data secure.
(4) Data Integrity. A process to ensure that data is not destroyed or nodified.

(5 LAN Message Confidentiality. A process of protecting the privacy of e-mail
so that only the intended recipient(s) can read it.
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(6) LAN Message Integrity. A process of protecting the contents of

a nessage to
ensure that it is not nodified.

(7)  Non-repudiation. A method which ensures senders and receivers of data
cannot repudiate their processing of data.

(8) Logging and Mnitoring. Audit trailing of specific system activities.
i. Mtch Security Controls with Security Requirenents

(1) Determine the appropriate

security services conpared with risk of a threat
and the cost for

implementing a securi-ty nechanism that reduces a risk.
(2) Calculate costs for security nechanisns.

(3) Rank security neasures.
j. Inmplement and Test Security Mechanisms

(1) Develop security controls inplementation plan.

(2) Independently test nechanisns
(3) System test the mechanisns/controls.
(4) LAN security requirenents should be reviewed.

(5 Risk should be reduced to |owest acceptable |evel.

4. REFERENCES
a. FIPS Pub 191, "Guideline for Local Area Network Security."”

bh. "dossary of Conputer Security Terns," National Conputer Security Center,
NCSC- TG 004, version-1.
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APPENDI X A

REMOVAL 01' SENSITI VE DATA-
QU CK REFERENCE GUI DE

Prior to the release of a PC with sensitive data (as distinguished from the software
whi ch processes the data) stored on the hard disk, one of the following nmethods for
renmoving or destroying that data nust be applied. Select from the follow ng
acceptable options the nethod your office will wuse to acconplish this requirenent:

L. If possible and permissible, remove the PCs hard disk (renovable drive).

2. If removal of the hard disk drive is not feasible, the following procedures and

techniques are reconmended to renove or destroy sensitive data on the PCs hard
di sk(s):

a. Overwite software. Overwite software, which enploys a conputer program to
wite a pattern of characters (usually I's, Os, or a conbination of both) onto the
location of the storage nedia (hard disk) where the sensitive data is located, nay
be used to obliterate data on the PC Overwiting using |I's and Os should be
performed at |east twice on hard disks used to store sensitive data. After using
overwite software on a disk, the overwrite should be verified. This nmay be done by
attenpting to recover the data on the 'overwitten disk by using any one of several
comercial ly available "data recovery utilities." Overwite software is
commercially available in nost l|ocal conmputer retail stores and also appears on
approved VA and GSA product |ists.

b. Degaussing. Degaussing is a method to magnetically erase data from magnetic
storage media, such as hard disks. Degaussing involves using an alternating current
(AC) to generate a magnetic field to demagnetize the hard disk. Two types of
degaussers are used: strong magnets and electric degaussers. Degausser  products
and equipnment are tested by the DOD, approved by NSA,  and then placed on NSA's
Degausser Products List (DPL). If this nmethod of data destruction is selected,

contact a security specialist in the IR Security Ofice, in the Ofice of the DAS
for IRM for specific information on degausser options.

c. Destruction. Destruction of the nedia (hard disk) containing sensitive
information nmay involve incineration, application of an acid solution, or processing
at an approved netal destruction facility. Wien possible, sensitive i nformation
should be removed from the disk before it is destroyed. Mbst destruction nmethods or
procedures involve potentially hazardous conditions and should be done only by
qualified and approved personnel. Refer to NSA's NCSC-TG 025 Cuide for specifics on

this nmethod and its applicability.

3. Docunment that sensitive data has been cleared from the PC being released.
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APPENDI X B

57. Master Boot Record. The part of the boot area containing the partition

table. Unless noved by a virus, it is stored in the Mster Boot Record, on
side 0, cylinder o, sector 1.

58. Menory. Solid state storage frequently used by the conputer as a
temporary working area.

59. Multipartite. A virus that has nmore than one method of infection.
Usually a nultipartite virus can infect boot sectors and program files

60. Network. Two or nore systens connected by a conmmunications nedium a
network is conposed of a conmunications medium and all conponents attached to
that medium whose responsibility is the transference of information. Such
conponents nmay include AlSs, packet swtches, telecomunications control lers,
key distribution centers, and technical control devices.

61. Non-r epudi ati on. Method by which the sender of data is provided with
proof of delivery and the recipient is assured of the sender's identity, so
that neither can later deny having processed the data.

62. Optical Media. A permanent storage nedia that uses laser technology to
wite to and read from a disk.

63. Overwrite. A procedure to destroy data recorded on storage nedia by
recording null or random patterns.

64. Partition Table. A data table within the Mster Boot Record. Creat ed
with FDISK, it keeps information on how the hard disk is divided or
partitioned, including the size of each partition, its starting and ending
point on the drive, etc. Fl oppy disks do not have a partition table.

65. Performance Training. Training that develops skills to design, execute,
or evaluate Departnent conputer security procedures and practices.
of wvalue, e.g., noney, benefits, or nedical care.

66. Program Virus. See "File Virus".

67. Rel ease. To transfer control and custody of equipment.

68. Reuse. Refers to the subsequent use of FIP equipnent after it is no
I onger needed for the purpose for which it was originally acquired.

69. Risk Analysis. An analysis of system assets and vulnerabilities to
establish an expected lost from certain events based on estimted
probabilities of occurrence.

70. Risk Assessnent. A study of the wvulnerabilities, threats, likelihood of
loss or inpact, and the theoretical effectiveness of security neasures.
71. Risk Managenent. The total process of identifying, neasuring, and
mnimzing uncertain events affecting A'S resources. It includes risk

analysis, cost benefit analysis, safeguard selection, security test and
evaluation, safeguard inplenmentation, and systens review

72. _Saf eguards. The protective neasures and controls that are prescribed to
nmeet the security requirements as specified for an AIS These safequards mav
include but are not necessarily linited to, hardware and software security
features; operation procedures; accounzability procedures; access and
distribution controls, managenent constraints; personnel security; and
physical structures, areas, and devices.
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APPENDI X B

DEFI NI TI ONS

1. Access. The ability and the neans to approach, comunication with (input
to or receive output from, or otherwise make use of any material or conponent

in an ADP system or network. A user's ability to commnicate with (input to
or receive output fronm) a system or to have entry to a specified area.

2. AS (ADP or Conputer) Resources. Personnel and property associated wth or
accessible by an automated information system office automation, and

t el ecomuni cations medi um including information, data, |ocally-devel oped
prograns, equipment, facilities, supplies, services, and commercial off-~the-
shel f software.

3. AIS (ADP or Conputer) Security. The conbination of physical,
admnistrative, and technical neasures applied to protect AIS resources from
| oss, destruction, nisuse, alteration, or unauthorized disclosure or access.

4, AS (ADP or Computer) System An assembly of computer hardware, software
and firmvare configured to collect, create, comunicate, conpute, disseninate,
process store, and control data.

5. _Aut hentication. The act of identifying or verifying the eligibility of a
station, originator, or individual to access information. This neasure is
designed to provide protection against fraudulent transmssions by
establishing the wvalidity of a transmission, message, station, or originator

6. Automated Information System (AS). An assenbly of FIP resources
configured to collect, <create, comunicate, conpute, dissenm nate, process,
store, and/or control data or infornation.

7. Availability (Data or Systen). The state that exists when conputer
resources are available (system is operational, data is accessible) to
authorized users when they need it to acconplish daily operational and

functional requirenents.

8. Awareness Training. Training that creates the sensitivity to threats and
vul nerabilities of conmputer systenms and the recognition of the need to protect
data, information, and the neans of processing them

9. Boot Area. A general term that includes both the Mster Boot Record and
the System Boot Sector. A floppy disk always has a System Boot Sector, and a
hard disk has both a Master Boot Record and a System Boot Sector. See "Boot
Record. "

10. Boot Record. A short bootstrap program used to load the operating system
The boot record can be anywhere on the hard disk, depending on how the hard
disk is partitioned with Fdisk, the DOS conmand which starts the Fdisk program

that configures the hard disk for wuse. Usual ly, it is the first sector of the
partition side 1, cylinder 0, sector 1, The boot record is always located in
the system boot sector, unless noved by a boot virus. On a floppy disk, the
boot record is always on side 0, cylinder 0, sector 1. See "Boot Area."

11. Boot Virus. Virus which infects and spreads by infecting the hard drive's
Master Boot Record and/or System Boot Sector.

12. Business |Inpact Analysis. The first step in the contingency planning
process. The quality of analysis will directly inpact the cost and adequacy
of recovery capability. The outconme -1~11 cost justify planning and dictate

recovery strategies.
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13. Business Resunption Planning. Planning that enables an organization to
return to normal operations.

14. Check Suns. One thing viruses have in conmmon is that they all nodify the
di sk. By infecting a file or boot sector, the disk has been nodified. A
check summing program as used to detect conputer viruses, would keep a

mat hematical score for each program file and boot sector, and if altered in
any way then a virus would be suspected. Prograns and boot sectors are not
generally nodified. This is considered to be the nost useful of all anti-
virus nethods, though it can be tine consum ng.

15. Conpani on \Virus. A virus that exists as a whole program file. It is
executed instead of the intended legitinate program the conputer user intended
to execute by having the sane program name but with a COM extension (CO
execut e before EXEs). The virus then executes the originally intended

progr am Viruses that nodify the directory's program starting cluster
information so that a virus can be executed instead could be considered a form
of companion virus.

16. Conpronmi se. A violation of the security of a system such that

unauthorized disclosure of sensitive information nmay have occurred.
17. Conputer Abuse. The intentional and inproper msuse, alteration,

disruption of destruction of data processing resources.

18. Conputer Fraud. Computer-related crimes involving deliberate
m srepresentation, alteration or disclosure of data in order to obtain
somnet hi ng

19. Conputer Matching. The automated conparison of two or nore sets of data
files to search for individuals or entities included in both or all sets.

20. Conmputer Security Plan. A plan for conputer systens that contain
sensitive information. It is conmposed of a basic description of the purpose,

envi ronnent, and sensitivity of the system along with the security neasures
intended to protect the system and its data.

21. Confidentiality. The conputer security characteristic that ensures
individuals are given access to conputer resources based on security clearance
and need-t o- know. This characteristic protects against conpromse and

i nadvertent di scl osure.

22. Contingency Planning. A plan for energency response, backup operations,
and post-disaster recovery maintained by an activity as a part of its security
program that wll ensure the availability of critical resources and facilitate
the continuity of operation in an energency situation.

23. Contingency Planning Team The personnel who develop the contingency
pl an.

24. Contingency Response Team The personnel who initially respond to the
di saster.

25.  Copyright Infringenent. A violation of or trespass on the legal right of
another to reproduce, publish, and sell the matter and form of literary,
musical, or artistic work. This definition applies to conputer software.

26. COitical Functions. The functions perforned by an organization in order
to fulfill the mssion of an organizational elenent.
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27. Custoner- A person or organization who receives products that an
automated system produces, but who does not have access to the system

28. Data Confidentiality. A process of keeping data secure.

29. Data_Integrity. A process to ensure that data is not destroyed or
modi fi ed.

30. Data Remanence. The residual physical representation of data that remins
on storage nedia after erasure.

31. Degausser. An electrical device that can generate a strong magnetic field
that is used to bulk clear (also known as a "bulk erasure") or erase nmagnetic
storage nedia.

32. Disposal. Rel ease of ADP equipment to be excessed, transferred,
discontinued from rental/lease, exchanged, or sold.

33. Encrypted Virus. A virus that rotates bits or uses some other form of
encryption so that it is no longer readable by any virus signature scanning
software, making it difficult to detect or identify.

34. FErasure. A process by which data recorded on storage nedia is renoved.

35. Executable Files. Program files that can be "run" to instruct the system
what to do. The file types are designated by the type of extension on the
file. Examples include: APP, COM BIN, EXE, DLL, OVR OVL, and SYS files.

36. Facility. A site or location where information processing is

perforned, locally or remote, including VA Automation Centers, Information
Systems Centers, «clinical laboratories, regional offices, and nedical centers;
or where data or information from such sites are stored for security, vital
records, or emergency preparedness purposes.

37. File Alocation Table (FAT). A table of the starting location of prograns
and files on every disk. The FAT is often a target of viruses that erases the
FAT and renders the data on the disk inaccessible.

38. File Virus. A virus which infects and spreads through program files

(executable files). They are operating system dependent, and nostly nachine
i ndependent . This nmeans that they thrive on PC-DOS and Ms-DOS, regardless of
whi ch conmputer the operating system is running on.

39. FIP Equipnent. Any equipnent or interconnected system or subsystens of
equipment used in the automatic acquisition, storage, manipulation,

managenent, novenment, control, display. switching, interchange, transm ssion,

or reception of data or information.

40. General Support Systens. Systems which consist of hardware and software
that provide general ADP or network support for a variety of users and
applications.

41. Generic Differential Detection. See "Heuristics."

42. Heuristics. A rmethod of looking for conputer viruses by their
characteristics rather than signatures or check suns. The benefit of this
type of anti-virus technique is that i- is able to detect viruses that it has
not been progranmmed specifically to de:ect (such as in the case of a signature
scanner). Also known as GCeneric Differential Detection or Holistic scanning.

43. Holistic scanning. See "Heuristics."
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44, ldentification. The process that enables recognition of a user described
to an ADP system This is generally by the use of unique nachine-readable
nanmes recognition of wusers or resources as identical to those previously
described to an ADP system

45, Incident. Any act or circunstance that involves sensitive infornation
that deviates from requirenents of governing security policy and

procedures. For exanple, conprise or unauthorized disclosure of sensitive
i nformation.

46. Incident Response and Security Team Personal organized to nmake the

initial response to an incident, identify the problem and recommend interim
and permanent sol utions.

41. Information Resources Security Oficer (IRSO. The designated individual
in VA who is responsible for autonated information system (AIS) security for
the Department.

48. Information Security Oficer (1S0. The individual in a VA
Administration, staff office, or facility who is designated responsible for
establishing and inplementing AIS security procedures. These procedures are
based wupon Department, Adnministration, and staff office AIS security
procedures and guidelines.

s

49. Initial Security Training. Security training that new enployees are
required to attend within 60 days of their appointment. Enpl oyees receive an
introduction to the basic concepts of conputer security practices and the

importance of the need to protect the information from vulnerabilities to
known threats.

50. Integrity. A conputer security characteristic that ensures conputer
resources operate correctly and that the data in the data bases are correct.
This characteristic protects against deliberate or inadvertent, wunauthorized
mani pul ati ons. This characteristic is applicable to hardware, software,
firmvare, and the data bases used by the system

51. LAN Message Confidentiality. A process of protecting the privacy of e-
mail so that only the intended recipient(s) can read it.

52. LAN Message Integrity. A process of protecting the contents of a nessage
to ensure that it is not nodified.

53. Local Area Network (LAN). A short-haul data conmunications system that
connects ADP devices in a building or group of buildings within a few

square kiloneters, including (but not limted to) workstations, front end

processors, controllers, switches, and gateways.

54. Logic bonb. This is the portion of the virus that does the damage, such
as wping out hard disks, destroying File Allocation Tables (FAT), deleting
files, modifying data, etc. It could also be something less harnful, such as
a taunting nessage, falling characters, etc. See "Trigger."

55. Logging and Monitoring. Audit trailing of specific system activities.

56. Macro \Virus. A conputer virus that is witten in a macro progranmm ng

| anguage such as those included in many spreadsheet and word-processing
prograns. Originally intended to allow the software user a way of automating
repetitive tasks the increased sophistication of these macro |anguages also
allows the developnent of mmlicious macro progranms or even prograns that can
be technically called conputer viruses.
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73. Scanner. (Virus scanner) Anti-virus software designed to search the
contents of program files and disks wusually looking for sequences of bytes
thought to be unique to certain viruses. Anti-virus software that relies

solely on this method for detection should be updated nonthly (or as provided

by the anti-virus software manufacturer), as the currency of software and its
included signature database is critical.

14. Security Cost/Benefit Analysis. The valuation of the degree of risk
reduction that is expected to be achieved by inplenenting the selected risk-

reducing nmeasures. The gross benefit, less the annualized cost to achieve a
reduced level of risk, yields the net benefit.

75. Security Saf eguards. The protective measures and controls that are
prescribed to meet the security requirenents for an AlS. These safeguards may
include, but are not necessarily limted to, hardware and software security
features; operation procedures; accountability procedures; access and
distribution controls; management constraints; personnel security; and

physical structures, areas, and devices.

76. Sensitive Data. Datathat require protection due to the risk and
magnitude of loss or harm that could result from inadvertent or deliberate
di scl osure, alteration, or destruction of the data. The term includes data

whose inproper use or disclosure could adversely affect the ability to
acconplish a mission, proprietary data, records about individuals requiring
protection under the Privacy Act, and data not releasable under the Freedom of
Information Act.

77. Sensitive Information. Any information, the loss, msuse, nodification
of, unauthorized access to, or disclosure to the public, that
could affect the national interest or the conduct of VA prograns. I nfornation

loss, misuse, nmodification of, wunauthorized access to, or disclosure to the
public, that could affect the privacy to which individuals are entitled under
the Privacy Act, Section 552a of Title 5 United States Code, or which is
protected under any other confidentiality statute, such as 38 US.C Sections
5701, 5705 and 7332. This designation covers information that has not been
specifically authorized under criteria established by an Executive Oder or an
Act of Congress to be kept classified in the interest of national defense or
foreign policy.

78. Signature. (Virus signature) A sequence of bytes thought to be unique to
a particular virus. The "signature" can be used by scanning software to
search suspect files and disks for a specific sequence. If the sequence is

found, then that file or disk is thought to be infected by that particular
virus. Also known as a virus fingerprint.

79. Software Copyright. The right of the copyright owner to prohibit copying
and/or issue permssion for a customer to enploy a particular conputer
program

80. Solid-state "Hard Disk". Solid state storage device wusing "flash" nenory
chips (non-volatile) used by the compuzer for permanent (long term storage,
duplicating the functionality of a fixed or hard disk.

81. Stealth. Any technique used by a wirus to conceal itself while in nenory.

82. Storage Media. Automatic data processing equipnent wth permanent
magnetic/optical/solid-state propertiea which are used by the conputer for
pernmanent (long term storage.
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83. Threat. Any circunstance or event with the potential to cause harm to a
system in the form of destruction, disclosure, nodification of data, and/or
denial of service.

84. Trigger. The progranming logic built into a conmputer virus that causes it
to attack. This could be a certain date, |ike Friday the 13th, when the hard
disk data is destroyed, or some other factor or conbination of factors. See
"Logic Bomb."

85.  (End) Users. Any enployee or other customer who has access to a
Departnent conputer system that processes sensitive or non-sensitive

i nformation. This is the largest and nobst heterogeneous group of enployees.
It consists of everyone from the data entry clerk who has a personal conputer
with sensitive information to the executive.

86. Virus. A self-propagating Trojan Horse (a program that surreptitiously
exploits the security/integrity of a program), conmposed of a
m ssion conponent, a trigger conponent, and a self-propagating conponent.

87. Vul nerability. A weakness in automated system security procedures,
adm ni strative controls, internal controls, etc., that could be used as a
threat to gain unauthorized access to information or disrupt critical

pr ocessi ng.
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